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framework
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Features

* Actuation

* Monitoring

* User friendly interface

e Datalogging & retrieval

* Opennessto externalapps

Plant = many devices
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Control systems for scientific installations

Accelerators

Detectors (slow control)
Telescope arrays
Experimental setups
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A Why not to provide a CaaS (Control as a Service)?

e [t fully meets the INFN mission;

* Thereis alarge catchmentarea completely disregarded;

* We have already done a pilot project of it ({CHAOS INFN flagship project, funded by MIUR);
« ICHAQOS isrunningon K8s (Really! Right now!) on some LNF facilities;

* We are usingthis approach forthe SSRIP projectin Romania (formerly ELI-NP).
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Provisioning K8s on Bare Metal

FUHEMAN Is a complete lifecycle management tool
~.___for physical and virtual servers.

PXE, DHPC and KICKSTAR file

[ |

poon gg on goon I?
d

4 X Server con Rocky Linux 9 :

31
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K8s Cluster configuration

puppet is a software configuration management
tool which includes its own declarative language to

describe system configuration.
Module using from puppet-forge:

puppetlabs-kubernetes version8.0.0
puppetlabs-helm version4.0.0 (Patched in baltig)

Module create purpose:
rgargana-helm_deploy_chart(in baltig)
rgargana-installer (in baltig)

EPIKS



(NiN Workflow deploy Infrastructure
£

K8S Token Baltig
(private GITLAB)
Classes:
Class: puppetlabs-helm
puppetlabs-kubernetes rgargana-install o o)

rgargana-Helm_deploy_chart ~

puppet ————> o
CNI “

Calico
Root-APP

Packages/Charts Helm ArgoCD

EPIKS



y Baltig Token access

Token Baltig

(private GITLAB)

ArgoCD

| X | Argo CD is a declarative, GitOps continuous delivery tool for Kubernetes.
\ 4

Root-APP is ArgoCD application, is used to automatically deploy

@Y  other services included in the owner's Git/Baltig repository.
Root-APP

EPIKS



INFN

LNF

ArgoCD Dashboard after deploy

Applications APPLICATIONS TILES
ar 90
210 1+ar9e0ea + NEWAPP | & SYNCAPPS | C REFRESH APPS Q / s Log out
Applications Sort: name  lter er page v

® root-app

User Info Project default
Labels: app.kubernetes.io/managed-by=Helm
cumentation
Status Healthy © ' Unknown
Repository: https://baltig.infn.it/rgargana/kubernetes.git
Target Revisi test
Path: charts/root-app/
Destination in-cluster
Namespace argocd
Created At 05/08/2024 14:58:23 (6 days ago)
N | D G

© oOu

HEALTH

© Unkn

- EPIKS



<i ArgoCD App-of-App - GitOps Approach

Developer
ControlManager
T IT Manager
Commit
Pull 4 . Sync
0 Changes I | \ I Cluster Status .E
+ RoOt-APP .
Baltig * Token .
Private Git ArgoCD Kubernetes

EPIKS
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" LNF

Riccardo Gargana

kubernetes / Repository

¥ main v kubernetes / charts / root-app / templates /

2. Fix new Typo
2% root authored 46 minutes ago

Name

& NFS-subdir-external-provisioner.yaml
5 argo-cd.yaml

B epik8-backend.yaml

B haproxy-ingress.yaml

B longhorn.yaml

B metallb.yaml

B root-app-kustomize.yaml

5 root-app.yaml

B sparc-console.yaml

+ v

Root-APP deploy

Last commit

Remove default storage class to nfs

Fix dex on argocd files

fix Typo

Add longhorn ingress. fix creation ns for other services
Change longhorn app

Add longhorn ingress. fix creation ns for other services
Fix new Typo

Fix namespace application

Change privileg to null

History

Find file

a28c9déa | [

Last update

2 months ago

1 month ago

2 hours ago

2 months ago

2 months ago

2 months ago
46 minutes ago
2 months ago

2 months ago

EPIKS



Kustomize into ArgoCD

Kubernetes native configuration management

Kustomize introduces a template-free way to customize
application configuration that simplifies the use of off-the-shelf
applications.

Riccardo Gargana | kubernetes / Repository

% Fix typo longhorn ingress
2 root authored 2 months ago

Name Last commit
haproxy-ns.yaml Fix name of file
ingress-argocd.yaml Change FQDN service
ingress-k8s-dashboard.yaml Change FQDN service
ingress-longhorn.yaml Fix typo longhorn ingress
kustomization.yaml Add longhorn ingress. fix creation ns for other services
metallb-config.yaml Fix code

nfs-provisioner-ns.yaml Fix namespace application




INFN

o Overview Dashboard ArgoCD

Applications APPLICATIONS TILES

Io&‘;l Qrgo

Applications Sort: name ¥ Items per page: 10 »

® argo-cd uﬁ’u haproxy-ingress u‘:i’m longhorn uﬁ‘u metallb
Project: default Project: default Project: default Project: default
Labels: argocd.argoproj.io/instance=root-app Labels: argocd.argoproj.io/instance=root-app Labels: argocd.argoproj.io/instance=root-app Labels: argocd.argoproj.io/instance=root-app
Status: Healthy @ Synced Status: Healthy @ Synced Status: Healthy @ Synced Status: Healthy @ Synced
Repository: https://baltig.infn.it/rgargana/kubernetes.git Repository: https://haproxy-ingress.github.io/charts Repository https://charts.longhorn.io/ Repository: https://metallb.github.io/metallb
i * Favorites Only Target Revis. HEAD Target Revis... 0.14.6 Target Revis... v1.6.0 Target Revis.. 0.13.12

SYNC STATUS Path: charts/argo-cd Chart: haproxy-ingress Chart: longhorn Chart: metallb
Destination: in-cluster Destination: in-cluster Destination: in-cluster Destination: in-cluster
Namespace: argocd Namespace: haproxy Namespace: longhorn-system Namespace metallb
Created At: 03/03/2024 12:21:22 (3 months ago) Created At: 03/03/2024 12:21:22 (3 months ago) Created At: 03/12/2024 22:20:10 (2 months ago) Created At 03/11/2024 23:46:36 (2 months ago)
Last Sync: 04/12/2024 00:24:06 (a month ago) Last Sync: 05/14/2024 15:12:05 (7 days ago) Last Sync: 03/12/2024 22:20:28 (2 months ago) Last Sync 05/21/2024 09:46:48 (2 minutes ago)

C' REFRESH ELETE <~ SYNC C' REFRESH DELETE < SYNC C' REFRESH ELETE © DELETE

HEALTH STATUS

HE‘M nfs-subdir-external-provisioner @ root-app ® root-app-kustomize (LR d
Project: default Project: default Project: default
Labels: argocd.argoproj.io/instance=root-app Labels: app.kubernetes.io/managed-by=Helm, argocd.arg. Labels: argocd.argoproj.io/instance=root-app
Status: Healthy @ Synced Status. Healthy @ Synced Status: Healthy @ Synced
Repository: https:/kubernetes-sigs.github.io/nfs-subdir-exter... Repository: https://baltig.infn.it/rgargana/kubernetes.git Repository: https://baltig.infn.it/rgargana/kubernetes.git
Target Revis. 4.0.18 Target Revis... HEAD Target Revis... HEAD
‘ Chart: nfs-subdir-external-provisioner Path: charts/root-app/ Path: charts/kustomize/base/

Destination: in-cluster Destination: in-cluster Destination: in-cluster

RABEES Namespace: nfs-provisioner Namespace: argocd Namespace: argocd
Created At: 03/12/2024 00:01:22 (2 months ago) Created At: 03/03/2024 12:09:13 (3 months ago) Created At: 05/14/2024 15:11:45 (7 days ago)
Last Sync: 05/14/2024 15:12:05 (7 days ago) Last Sync: 05/21/2024 09:19:52 (29 minutes ago) Last Sync: 05/14/2024 15:12:36 (7 days ago)

RRUUECES 2 SYNC C REFRESH ELETE 2 SYNC C REFRESH DELETE 2 SYNC C REFRESH @

CLUSTERS

EPIKS



Provisioning OKD on vSphere

by Ramon Orru

Terraform (Infrastructure as code) creates bastion host & service

I account privileges

Ansible sets up bastion hostand compiles install config

O I(( I OKD installer brings up whole cluster

Installation takes approx. 45 mins

EPIKS



OKD Cluster configuration

Kustomize allows maintaining a cluster configuration efficiently

vSphere storage drivers support PVs dynamic allocation J
out of the box, even with CSl compliance .

e o I
ArgoCD enables gitops features and keeps apps in sync

EPIKS



IPI/UPI automated installer
OTA updates

CNIl drivers

CSl drivers
Complete dashboard
Ingress

Monitoring platform
Log ingestion
Alerting

Registry

Auth connectors

Operators marketplace
KubeVirt (VMs)

Out of the box

Why OKD?

- olkd

EPIKS
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LNF

Virtual machine

——
A

INDIGO IAM as a Service

Spark + Jupyter cluster

.S‘pai"ilzZ

Jupyter + Matlab (with

persistence for Notebooks)

.- >
jupyter
7\
MATLAB

Docker compose

DA

29

Elasticsearch and Kibana

HTCondor mini

HICondd%r

Sync&Share aaS

K8s in INFN Cloud + ArgoCD

Run docker

Kubernetes cluster

Jupyter with persistence for
Notebooks

JUpyter

EPIK8s app

EPIKS



HW devices

-

EPIK8s helm
* values

TCP <->VME
controllers
TCP <->serialline
converters

External
IOCs

]

Beam line

XXX git repo [

git submodule

OPI config

ioc1 config

git submodule git submodule
iocN config

|

Epics on k8s

(kafka,grafana,influx,mongo,

k postgress,elasticsearch...)

v s \
7o T T o === == N 2z D\ // - \\
| )
//:Proxylocs | \ II/ Archiver [ Jupyter ] \\|
| _
---------- ArgoCD !
oy g : [ Phoebus WEB | LogBook |
o [ : | . consoles (olog) |
. ioc1 ! 'OCN) <] _~ : ) —
—————————— I Alarm Server ™~
I - o O
J . 7 W
: [ Save and g N
: 4
| Restore 0 N
I "&; O)
- \ 4 I . 0 <
Backend services | Epics o,
services Y

Metal LB

Kubernates/OKD /

by Andrea Michelotti

Http

Exposed

serwces

ControlRoom
Physical Phoebus consoles

|
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EUPRAXIA

EPIK8s a common platform for INFN
experiments that needs EPICS controls

With standardized workflows and tools provided by a predefined
platform, a database of controls, interfaces, and common
procedures will be established. This platform will gradually
become more comprehensive and refined, simplifying the
installation of full-featured EPICS controls in our experiments.

THIS IS THE MISSION OF “RETE EPICS INFN”
epics@lists.infn.it

EPIKS
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~ LNF

i@ argo

Application:

Applications

e CEEEED G (o seorchappi

ation / -

4P sparc-archiver-service 4

Project default

Labols app.kubometes. o/instance=sparc-deploy-all, beamline=sparc, revision=deval, rootapp=ap!.
Staiu Healthy @ Synced
Repository https://baltiy infn it/epics-containers/epies archiver-chart git
Target Revision: devel
inclustar

04/10/2024 11:08557 (a month ago)

EE CIIED CIED
cdglbpm001-ioe

Namespace arc

Created At 05/03/2024 00:20:20 (14 day:

Last Syne

osme I crerresn 1 @oeere ]

5/04/2024 23:34:35 (12 days ago)

©  sparc-bdsparcpixbpmo02-ioc
! detaul

Labels app kubemetes io/instance=spare-deploy-all, beamline=spare, iochasts bdsparcplbpma0
tus Haalthy @ Syncad

Repository hitps://baltig.infn.it/epics-containars/ioc-launcher-chart.git

Target Revision: devel

Path:

Destination in-cluster

Nameospa

Created At 05/03/2024 002151 (14 day

Last Sync

comc 1 Chersian 1 @oacrc

05/04/2024 23.34:35 (12 day

4 sparc-bdsparcplxbpm006-ioc
detault
app kubemet

io/instanee=spare-deploy-all, beamline=spare, iochast=bespare plxbpmao.

Healthy @ Synced

https:/baltig infn.it/epics-containers/ioc-launcher-chart git

Path:

nation in-cluster

Namespace: sparc
04/30/2024 111416 (16 days ago)

cated At

Last Sy

aome 1 crerresn 1 @veere J

05/04/2024 233437 (12 days

¢ sparc-cagateway-service

Froject dofauli
Label app kubemetes (o/instance=sparc-deploy-all, beamline=sparc, revision=devel, ootapp=epi
Status Healthy @ Synced

Repository https://baltig infn it/epies-containers/ca-gateway-chart git

Target Revision: devel

Path:

4 sparc-bdsparcac1bpm001-ioc

Project

default

Healthy @ Sy

Rttps /#/baliig.infnit/epics

devel

Dastination in-cluster

Nemespace: par

Created At 05/03/24

D C

syn 05/04/2

redglbpm002-ioc

Project dofault

app kubernate

Healthy @ Synced

Repository. Rttps /#baltig.infnt epics
Target Revision: devel

Path

estination in-cluster
Namespace pe

oo Y cnermcon ¥ @omere

@ sparc-bdsparcplxbpmo03-ioc

Project default

Labels app.kubernetes io/ins
Statu Haalthy @ Synced
Rapository ttps #baltig Infr 1t/ epis

Target Revigion deval
Path
Destination in-cluster

Namespac

spar
Greated At 04/30/2024 111416 (16

T €D O

4 sparc-bdsparcplxbpm007-ioc

Project default

L app kubermetes.io/in

Status:

Progressing @ Synced

Reposit

https://baltig infr 1t/ epis

Target Revision devel

Destination in-clugter

Namespace:

Croated At
L

Syn 05/07/2024 21:46:29 (9 d

& svne © REFRESH © DELETE

Q} sparc-channelfinder-service

Project dofault

Statu Healthy @ Syncer
Repository hittps:/baltig infr it/ e
Target Revision devel

Path

ncesspare

sparc-doplay-all, beamline

00:17:49 (14 days ago)

24 22:21:28 (12 day

age)

sparc-daploy-all, baamiine

05/03/2024.00:21:20 (14 days ago)

05/04/2024 23:34:35 (12 days ago)

100)

05/04/2024 23:34:19 (12 days ago)

05/07/2024 21:46:28 (9 days aga)

ays ago)

ArgoCD control a

sparc

sparc

sparc-deploy-all, beamline=sparc

ploy-all, beamline=spare

hart git

parc-deploy-all, beamline=sparc

Jehannelfinder

hart git

lochost=bdsparcdg bpmoo.

iochost=bdspareplsb pmoo.

host=bdsparcplxbpmo0

ashboard (LN

4P sparc-bdsparcac2bpm001-ioc

Froject default
61bpmOo. Labols app.kubametes o/instance sparc-doploy-all, beamiing=sparc, lochost=bd

Staiu Missing € OuiofSyn

Repository. https://baltiy infn it/epics-containers/ioc-launcher-ehart git

Target Revision: devel

Path

Destination in-clustar

Namespace parc

Created At

05/16/2024 124321 (15 minutes ago)

redglbpm003-ioc

Project default
Labels pp.kubarmetes. o/instance ssparc-deploy-all, bas miina= sparc, lochost=bd
Statu Healthy ced

Repository. https./baltia infn.it/epics-containers/ioc-launcher-chart git

Target Revision devel

Fath

Destination Incluster

Namespace parc

Greated At

05/03/2024 00:21:23 (14 days ago)

Last Syne go)

D D CED

05/04/2024 23:3437 (12 days

© sparc-bdsparcpixbpmooa-ioc

default

app kubemetes io/instance=sparc-deploy-all, beamline=sparc, iochost=bdsp:

Healthy cod
Repository: https:/baltig infn.t/epics-contalners/ loc-launcher-chart.git
Target Revision: devel

Path
Destination incluster
Namospace pare

Greated At 04/30/2024 1114116 (16 days ago)

Last Syne 05/04/2024 23:34:35 (12 days ago)

[ €D 5D

4 sparc-bdsparcptlbpm001 -ioc

Project default
Label app.kubemetes io/instanee =spare deploy-all, beamline=spare, o chost=b
Stat Healthy @ Synced

https://baltig infn.it /epics-containers/ loc-launcher-chart git

devel
tination in-cluster
Namespace: sparc

Created At 04/30/2024 10:52:43 (16 days

438 (12 days

- sYNG - REFRESH ‘ w

05/04/2024 237

Last Sync

4P sparc-console-service

Projact dofault
Label 1pp kubermetes io/instance =sparc-deploy-all, beamline=sparc
Statu Healihy ced

Repositary hittps:/baltig infn.it /epies-containers/ epies console-chart git

Target Revision: devel

Path

acZbpmon

dgibpmoo

eplxbpmao

lication lifecycle

PARC fac

4 sparc-bdsparcac3bpm001-ioc

Project default

Label app kubernates Ioinatance=sparc-deplay-all, beamine
Status Healthy @ Synced

Repository /baltig infnit/epi vs fioc-launcher-char
Target Revision devel

Path

Dastination in-cluster

Namespace: par

Created At
La

05/03/2024 00:20:09 (14 days ago)

1 Syn 05/0472024 23.34:37 (12 day.

DT

aga)

parc-bdsparcplxbpm001-ioc

Project dafault

Labal app.kubernates o/instance deploy-all, bearnine
Statu Healthy @ Synced

Repository s /baltig.infn.il/epics-containers ioc-launc her-char
Target Revision. devel

Path

Destination in-cluster

Namespace .

Created At 05/03/2024 00:21:39 (14 days age)

Last Syne 08/04/2024 23:34:35 (12 days ago)

o ome Y rermeon 1 @omere

©  sparc-bdsparcplxbpmo0s-ioc

Project default

Labels app kubernetes io/instance=sparc. deploy-all, beamline:
tu: Haalthy @ Synced
Rapository https:/baltig, infn, it epics-containers ioc-launc her-char

Target Revision: devel
Path
Destination in-cluster
Namespace spar

04/30/2024 111416 (16 days ago)

05/04/2024 23:34:38 (12 days ago)

Created At

& svne © REFRESH © DELETE

4 sparc-bdsparcutlbpm001-iec

Project default
Label app kubernetes.io/instancessparc deploy-all, beamnline:
Status: Healthy @ Synced

Reposito https://baltig.infn it/epics-containers /ioc fauncher-char
Target Revision: davel

Path

Destination. inclust

t Path: :

Croated At 04/30/2024 11:46:17 (16 days age)

La 05/0472024 23:34:35 (12 days aga)

t Syne

& svne C' REFRESH © DELETE

Q} sparc-deploy-all

Project dofault
Label app kubernates io/instance=sparc-start-epiks-deploy,
tatus Healthy @ Synced

Repository https://baltig.infrit/epics-containers /epiks-c hart git

Target Revision: HEAD

Path

aparc

aparc

aparc

sparc

tan

Jeploy

ILity

APPLICATIONS TILE!

163bpmOo

(ochost=bdsparcpibpmon.

chost=h

parcplxbpmoo

inchost=bdspareutlbpmoo.

EPIKS



Collaborative environment

' K

IT Architect Control System Manager
EPIKS
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