Data transfers using http endpoints

Proxies

At INFN-Tier-1, valid WebDAV endpoints for the experiments’ storage areas are provided with StoRM WebDAYV (third-party-copy supported) or Apache.
The public page with all the features to properly contact a CNAF endpoint is available at https://www.cnaf.infn.it/~usersupport/Webdav_SA.html.

Then, the most common WebDAV clients can be used to access the storage areas, namely browsers and command-line tools such as cur| and gf al .

When StoRM WebDAV is used, VOMS proxies are supported only by command-line tool, and browsers can be used to navigate into the storage area
content if anonymous read-only access is enabled (HTTP endpoint) or if VO users access by their X509 certificate is enabled (HTTPS endpoint).

A few useful commands follow and more info are available at [19].

With a valid voms-proxy:

[arendi na@i-tierl ~]$ vons-proxy-init --voms juno

Contacting | cgvons02.jinr.ru: 15008 [/ C=RU O=RDI G OU=host s/ QU=j i nr.ru/ CN=l cgvons02.jinr.ru] "juno"...
Renpte VOVS server contacted succesfully.

Created proxy in /tnp/x509up_ul0162.

Your proxy is valid until Fri Jul 02 05:42:21 CEST 2021

[arendi na@i-tierl ~]$ voms-proxy-info --all

subj ect . |/ DC=or g/ DC=t erenal/ DC=t cs/ C=I T/ O=I sti tut o Nazional e di Fi sica Nucl eare/ CN=Andr ea Rendi na
arendi na@nfn.it/CN=2090475310
i ssuer : |/ DC=or g/ DC=t erena/ DC=t cs/ C=I T/ O=I sti tut o Nazi onal e di Fisica Nucl eare/ CN=Andrea Rendi na

arendi na@nfn.it
identity : /DC=org/DC=terenal/ DC=tcs/C=IT/O=Istituto Nazionale di Fisica Nucl eare/ CN=Andrea Rendi na
arendi na@nfn.it

type : RFC3820 conpliant inpersonation proxy
strength : 2048
path ;[ tnp/ x509up_ul0162

timeleft : 11:59:35
key usage : Digital Signature, Key Enci phernent
=== VO juno extension information ===

VO : juno

subj ect . |/ DC=or g/ DC=t erena/ DC=t cs/ C=I T/ O=I sti tut o Nazional e di Fisica Nucl eare/ CN=Andrea Rendi na
arendi na@nfn.it

i ssuer : / C=RU O=RDI G OQU=host s/ OU=j i nr.ru/ CN=l cgvons02.jinr.ru

attribute : /juno/ Rol e=NULL/ Capabi | i t y=NULL
timeleft : 11:59:35
uri : lcgvonms02.jinr.ru: 15008

® Listing directory
[arendi na@i-tierl ~]$ gfal-ls davs://xfer-archive.cr.cnaf.infn.it:8443/juno

ruci o4j uno
cronTest

® Upload

[arendi na@i-tierl ~]$ gfal-copy test.txt davs://xfer-archive.cr.cnaf.infn.it:8443/juno/test0107
Copying file:///hone/ USER- SUPPORT/ ar endi na/ t est . t xt [DONE] after Os

* Download
[arendina@i-tierl ~]$ gfal-copy davs://xfer-archive.cr.cnaf.infn.it:8443/juno/test0107 here

Copyi ng davs://xfer-archive.cr.cnaf.infn.it:8443/juno/test0107 [ DONE] after Os

® Removing a file


https://www.cnaf.infn.it/~usersupport/Webdav_SA.html
https://indico.cern.ch/event/587955/contributions/3012583/

[arendi na@i -tierl ~]$ gfal-rmdavs://xfer-archive.cr.cnaf.infn.it:8443/juno/test0107
davs://xfer-archive.cr.cnaf.infn.it:8443/juno/test0107 DELETED

Third-party-copies

In order to properly perform a third-party-copy between two endpoints which support the http protocol it occurs to set the BEARER_TOKEN up, also known
as macaroon.

Indeed, this token is used to authenticate the user always to the second endpoint. For this reason, the server to contact to get the token depends on
whether the copy is in pull or push mode.

Actually, if both the endpoints are able to release a macaroon and the used gfal version is greater or equal to the 2.20 [28], the process is automatic.
Otherwise, if only one of the two endpoints can release a BEARER_TOKEN, or equivantly just one endpoint supports the http protocol, the user must
request a macaroon to that endpoint.

Two easy examples follow below.

Pull-copy

The user has to authenticate itself with a valid voms-proxy to the first endpoint, in this case IHEP, and then IHEP will authenticate itself with a
BEARER_TOKEN that the user has got previously from the second endpoint, namely the CNAF server (this happens because a pull-copy triggers a GET
request). So, step by step:

® | ask a BEARER_TOKEN to the second endpoint, namely "xfer-archive" at CNAF.

-bash-4.2% export BEARER TOKEN=$(curl -s --cacert ~/.globus/usercert.pem--cert $X509_USER PROXY --key
$X509_USER PROXY --capath /etc/grid-security/certificates/ -X POST -d grant_type=client_credentials
https://xfer-archive.cr.cnaf.infn.it:8443/cauth/token | jq -r .access_token)

® | can pull a file from CNAF to IHEP.

-bash-4.2% gfal-copy -v --copy-npde pull davs://xfer-archive.cr.cnaf.infn.it:8443/juno/test_Andrea
davs://junoeos01. i hep. ac. cn: 9000/ eos/ j uno/ user/ruci o_test/test_Andrea_big

Push-copy
On the other hand, since the push-copy triggers a COPY request, the second endpoint to contact is CNAF again.

* | ask a BEARER_TOKEN to the second endpoint, as above.

-bash-4.2% export BEARER TOKEN=$(curl -s --cacert ~/.globus/usercert.pem--cert $X509_USER PROXY --key
$X509_USER PROXY --capath /etc/grid-security/certificates/ -X POST -d grant_type=client_credentials
https://xfer-archive.cr.cnaf.infn.it:8443/cauth/token | jgq -r .access_token)

® Then, | can push a file from IHEP to CNAF.

-bash-4.2$ gfal-copy -v --copy-npde push davs://junoeosOl.i hep. ac.cn: 9000/ eos/juno/ user/ruci o_t est
/test_Andrea_big davs://xfer-archive.cr.cnaf.infn.it:8443/juno/test_to_CNAF

Tokens

StoRM WebDAV also supports OpenID connect authentication and authorization on storage areas, so tokens can be used instead of proxies [20].
Dedicated IAM (Identity and Access Management) instances can be configured for the experiments upon requests (please contact the user support).
The list of the storage areas divided into the proper token-issuers is available at the following link:
https://www.cnaf.infn.it/~usersupport/Webdav_token.html.

Also, a catch-all IAM instance is available at iam-t1-computing.cloud.cnaf.infn.it where specific groups can be created for different communities, and users
can register and request group membership. In this case, exploiting the support for fine-grained authorization within StoRM WebDAV, users can browse
their data after OIDC login, and/or they can access storage from command line using gf al (Gfal-utils) or cur | with JWT tokens.

Once registered within IAM, an access token can be retrieved using OIDC-agent, which is available in ui-tierl. A full set of commands follows below.

At first, we have to start the process with the command


https://dmc-docs.web.cern.ch/dmc-docs/developers/bearer-tokens.html
http://italiangrid.github.io/storm/documentation/storm-webdav-guide/1.0.2/#examples
https://www.cnaf.infn.it/~usersupport/Webdav_token.html
http://iam-t1-computing.cloud.cnaf.infn.it
https://indigo-dc.gitbook.io/oidc-agent/

[arendina@i-tierl ~]$ eval "oidc-agent-service use’
Agent pid 20578

Then, one needs to register his own client (this has to be done just the first time to create a new local IAM client):

[arendi na@i-tierl ~]$ oidc-gen -w device

following the steps required by the application, and namely:

initialize his OIDC client's name

insert IAM URL (e.qg. https://iam-t1-computing.cloud.cnaf.infn.it/)

when a web page for authentication opens, enter the credentials of the IAM account
authorize the new client

insert your client's password twice.

Whereas, from the second time it is enough typing:

[arendi na@i-tierl ~]$ oi dc-add <your-client-nanme>
Enter decryption password for account config '<your-client-nane>':
success

To get the access token and save it an environment variable:

[arendi na@i -tierl ~]$ TOKEN=$( oi dc-token <your-client-name>)

The token will be valid for 60 minutes. It can be obtained a new token issuing the oidc-token command again.
At the end, stop oidc-agent daemon:

oi dc- agent -servi ce stop

Moreover, to properly use the gfal tools it occurs to set the BEARER_TOKEN environment variable up.

A useful full set of commands can be found here:

-bash-4.2$ eval "oidc-agent-service use’

Agent pid 17216

-bash-4.2$ oi dc-add juno2

Enter decryption password for account config 'juno2'

success

-bash-4. 2% export BEARER TOKEN=$( oi dc-token juno2)

-bash-4.2% gfal-1s davs://xfer-archive.cr.cnaf.infn.it:8443/juno/
ruci o4j uno

test _Andrea

cronTest

NB: gfal first tries to access the resource with the user X509 voms-proxy and this could lead to errors.
In order to avoid this, the user must run vons- pr oxy- dest r oy to properly switch to the JWT authentication.

Furthermore, an error like this could appear, but it is just an irrelevant warning message:

(Davi x:: OpenSSL) Error: inpossible to open /tnp/x509up_ul0164: : error:02001002:systemlibrary:fopen: No such
file or directory

On the other hand, to switch back to the voms-proxy it occurs to unset the BEARER_TOKEN, namely:


https://iam-demo.cloud.cnaf.infn.it/

-bash-4. 2% unset BEARER _TOKEN

-bash-4.2% vons-proxy-init --vons belle
Cont acting vons. cc. kek. j p: 15020 [/ C=JP/ O=KEK/ OU=CRC/ CN=host / vons. cc. kek.jp] "belle"...
Renot e VOVS server contacted succesfully.

Created proxy in /tnp/x509up_ucopy test https://junoeosOl.ihep.ac.cn: 9000/ eos/juno/ dirac/test_now

-bash-4.2%$ gfal-1s davs://xfer-archive.cr.cnaf.infn.it:8443/belle
bel | ehtt pd

T™P

CONTENT. st at s

ruci odi ddl s

Curl examples

A user can also use the curl command to make data management with the StoRM WebDAV storage areas and tokens.
As shown before, some steps to retrieve a valid token are needed:

-bash-4.2$ eval "oidc-agent-service use’

25684

- bash-4.2% oidc-add juno

Enter decryption password for account config 'juno'
success

-bash-4.2% export BEARER TOKEN=$( oi dc-t oken juno)

The same operations performed using the gfal utils can be reproduced also with the curl command. A few useful examples follow below:

® Listing directory

-bash-4.2% curl -H "Authorization: Bearer $BEARER TOKEN' --capath /etc/grid-security/certificates/
https://xfer-archive.cr.cnaf.infn.it:8443/juno-test/

® Upload

-bash-4.2% curl --capath /etc/grid-security/certificates -H "Content-Type: text/csv" -H "Authorization:
Bearer $BEARER TOKEN' -X PUT https://xfer-archive.cr.cnaf.infn.it:8443/juno-test/test_Andrea --data-
binary "@est"

where t est is the file in the user local folder.

®* Download

-bash-4.2% curl --capath /etc/grid-security/certificates -H "Content-Type: text/csv" -H "Authorization:
Bearer $BEARER TOKEN' https://xfer-archive.cr.cnaf.infn.it:8443/juno-test/test_Andrea -o |ocal _copy
% Tot al % Recei ved % Xferd Average Speed Ti ne Ti ne Time Current
Dl oad Upl oad Tot al Spent Left Speed
100 10 100 10 0 0 22 (I e 22 (edited)

® Create a directory

-bash-4.2% curl --capath /etc/grid-security/certificates -H "Authorization: Bearer $BEARER TOKEN' - X
MKCOL https://xfer-archive.cr.cnaf.infn.it:8443/juno-test/test_dir

® Removing a file or a directory

-bash-4.2% curl --capath /etc/grid-security/certificates -H "Content-Type: text/csv" -H "Authorization:
Bearer $TOKEN' -X DELETE https://xfer-archive.cr.cnaf.infn.it:8443/juno-test/test_dir



Data transfers inside a job

[fornariclasl2@i-tierl ~]$ eval "oidc-agent-service use’
Agent pid 24806

[fornariclasl2@i-tierl ~]$ oidc-gen

Enter short nane for the account to configure: fornariclasl2

[1] https://iamtest.indigo-datacloud. eu/

[2] https://iam deep-hybrid-datacl oud. eu/

[3] https://iam extrene-datacl oud. eu/

[4] https://b2access. eudat. eu/ oaut h2/

[5] https://b2access-integration.fz-juelich.del/oauth2

[6] https://unity.eudat-aai.fz-juelich.de/oauth2/

[7] https://unity. hel mhol t z- dat a-f eder ati on. de/ oaut h2/

[8] https://1ogin.hel mholtz-data-federation.de/oauth2/

[9] https://services. humanbrai nproject. eu/ oi dc/

[10] https://accounts. googl e. com

[11] https://aai.egi.euloidc/

[12] https://aai-dev.egi.eu/oidc

[13] https://1ogin.elixir-czech. org/oidc/

[14] https://oidc.scc.kit.edu/auth/real ns/kit/

I ssuer [https://iamtest.indigo-datacloud.eu/]: https://iamt1l-conmputing.cloud.cnaf.infn.it/

Space delimted list of scopes or 'nmax' [openid profile offline_access]:

Regi stering Cient

Gener ating account configuration ...

accept ed

To continue and approve the registered client visit the following URL in a Browser of your choice:
https://iamt1l-conputing.cloud.cnaf.infn.it/authorize?response_type=code&client_id=d70f 9284-c371- 4ce2- 90e9-
1cd3d6201329&r edi rect _uri=http://I ocal host: 13481&scope=openi d profile

of fl i ne_access&access_t ype=of f|i ne&pr onpt =consent &st at e=0: 2s4EBi Ny_Z0a835JBi aw_cGG 33:

L3Rt cCOvaWR LTRzM dBOS9vaWRj LWFnZWh0Lj ExMI'Y2&code_chal | enge_net hod=S256&code_chal | enge=cL1sKf ZAgVO7r V5PGTEXXFKgP
i M Dbnj _Bf 3BpzEoR4

/ bi n/ xdg-open: |ine 881: wwa browser: command not found

/ bi n/ xdg- open: line 881: |inks2: command not found

/ bi n/ xdg-open: line 881: elinks: conmmand not found

/ bi n/ xdg-open: line 881: |inks: comand not found

Pol 1ing oidc-agent to get the generated account configuration ...success

The generated account config was successfully added to oidc-agent. You don't have to run oidc-add.
Enter encryption password for account configuration 'fornariclasl2':
Confirm encryption Password:

[fornariclasl2@i-tierl ~]$ oidc-token fornariclasl2

eyJraWQ O Jyc2Ex!iwi YWknljoi U MyNTYi f Q

eyJzdW i O JkODFhNTQEOC01CD hLTQwY] | t ODJhM 04M2U2M Y3NTQMVDQ LCIpc3M O JodHRwezpeLlwaWFt LXQkLWAVvbXB1dd uZy5j b&91
ZC5j bnFrim uZmiuaXRecLyl sl nbhbWJi G J&ZWR cni j byBGh3JuYXJIpl i wi Z3JvdXBzl j pbl nzheni hli wi anxhYj Eyl | 0sl nByZWZI cnJl ZF91
c2VybnFt ZSI 61 niZnb3JuYXJIpl i wi b3InYWspc2F0aWuX25hbWli G JOMS1j b21wdXRpbnei LCII eHAl O E2M ASMDYxNDks| mi hdCl 6 MTYy MDkw
M UOOSwi anRpl j oi N MDY2Vj NzM MDAWMCOOMGBUOLTg5Y] gt Zj | 2Nj Fj M&Zi ZnE3l i wi Y2xpZWs0X2I ki j 0i ZDcwZj ky ODQx Yz MBMS00Y2Uy LTkw
ZTkt MARKM2Q2M AxMezl 51 nO0. i rwbi CxdHZWOpyv 1l 9j bnGExeVI _gyB9f hHENI Sj bFOL4W/- - vr h3E3pLu-

e1FV8c23TexwbhHvnJ GEZxaOqVNIMXBVUaso2i 0z z20PTsEnmkJpa52goNTYr bRM2 TRGEr KAEOvaEqJbbl 3wDoCJ_BPkdDLATOYL5- AbHTkunBOvs

[fornariclasl2@i-tierl ~]$ export AT=$(oidc-token fornariclasl?2)

[fornariclasl2@i-tierl ~]$ cat test.sub

uni ver se = vanilla

execut abl e = test.sh

getenv = true
| og = test.log

out put = outfile.txt

error = errors.txt

shoul d_transfer_files = YES
when_to_transfer_output = ONEXIT

queue

[fornariclasl2@i-tierl ~]$ cat test.sh

#!/ bi n/ bash

echo "this is a test by F. Fornari" | tee test-fornari

export BEARER_TOKEN=$AT

gfal -copy test-fornari https://xfer-archive.cr.cnaf.infn.it:8443/j1abl2/test-fornari
gfal-Is https://xfer-archive.cr.cnaf.infn.it:8443/jlabl2

I's -lIrth /storage/ gpfs_datal/cl assl2vo/ dat a/



gfal-rmhttps://xfer-archive.cr.cnaf.infn.it:8443/jlabl2/test-fornari

[fornariclasl2@i-tierl
Submitting job(s).
1 job(s) submtted to cluster

~]$ condor_subnit -spool

15750247.
[fornariclasl2@i-tierl

[fornariclasl2@i-tierl
Fetching data files...

[fornariclasl2@i-tierl ~]$ cat outfile.txt

this is a test by F. Fornari

test-fornari

total 512

STW----- + 1 stormstorm29 May 13 15:29 test-fornari
[fornariclasl2@i-tierl ~]$ cat errors.txt
[fornariclasl2@i-tierl ~]$ cat test.log

000 (15750247.000.000) 05/13 15:28:44 Job submitted from host:
9618&noUDP&sock=703648_945d_3>

~]$ watch condor_qg -nane sn-02 15750247

-name sn-02 test.sub

~]$ condor _transfer_data -nanme sn-02 15750247

<131. 154. 192. 58: 9618?addr s=131. 154. 192. 58-

001 (15750247.000.000) 05/13 15:29:29 Job executing on host: <131.154.208. 195: 9618?addr s=131. 154. 208. 195-

9618&noUDP&sock=14671_aa08_3>

006 (15750247.000.000) 05/13 15:29:30 | mage size of job updated: 237380

0o -
0 -

MenoryUsage of job (MB)
Resi dent Set Si ze of job (KB)

005 (15750247.000.000) 05/13 15:29:30 Job terninated.

(1) Normal termination (return value 0)
Usr 0 00:00:00, Sys 0 00:00:00 - Run Renote Usage
Usr 0 00:00:00, Sys O 00:00:00 - Run Local Usage
Usr 0 00:00:00, Sys 0 00:00:00 - Total Renpte Usage
Usr 0 00:00:00, Sys O 00:00:00 - Total Local Usage
136 - Run Bytes Sent By Job
544 - Run Bytes Received By Job
136 - Total Bytes Sent By Job
544 - Total Bytes Received By Job
Partitionabl e Resources : Usage Request Allocated
Cpus 0.02 1 1
Di sk (KB) : 25 1 3400414
Menory ( MB) : 0 1 128

[fornariclasl2@i-tierl ~]$ oidc-agent-service stop
unset O DC_SOCK;

unset O DCD_PI D

echo Agent pid 24806 killed;

unset O DCD_PI D FI LE;
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